
Security Testing of Mass Assignment 
Vulnerabilities in RESTful APIs

Hands on

1

Mariano Ceccato
mariano.ceccato@univr.it

Davide Corradini, Michele Pasqua



1. Nominal & Error testing

2



Obtain case study
docker pull davidecorradini94/bookstore
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Run the case study
• Run the bookstore API

docker run -p 8080:8080 davidecorradini94/bookstore

• Check the running docker containers
docker ps
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Open-API specification 5



Postman https://www.postman.com/
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List of books
• Point your browser to 

• http://localhost:8080/books
• or
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Add a new book 8



Read a book 9



Update a book 10



Delete a book 11



Obtain RestTestGen
• Clone the official public source code repository

git clone https://github.com/SeUniVr/RestTestGen
cd RestTestGen

docker build -t rtg .
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sudo chmod +x gradlew
./gradlew build

./gradlew.bat build

With docker
With gradle on linix/mac

With gradle on Windows



Run RestTestGen
• Edit the configuration in file rtg-config.yml

docker run -v ./:/app --network="host" rtg
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apiUnderTest: bookstore
strategyClassName: NominalAndErrorStrategy



• CoverageReports: according to several metrics

• Report: interaction sequences
• NominalFuzzer
• ErrorFuzzer

• REST-assured: estarnally runnable test cases
• NominalFuzzer
• ErrorFuzzer
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2. Security testing
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Obtain case study
docker pull davidecorradini94/vampi-vuln
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Run the case study
• Run the bookstore API

docker run -p 5000:5000 davidecorradini94/vampi-vuln

• Check the running docker containers
docker ps
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Open-API specification 18



Read all the users 19



Create new user 20



Create user with mass assignment 21



Run RestTestGen
• Edit the configuration in file rtg-config.yml

docker run -v ./:/app --network="host" rtg
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apiUnderTest: vampi
strategyClassName: MassAssignmentSecurityTestingStrategy



• CRUDgroups: result of clustering by resource type
 

• Report: interaction sequences
• NominalFuzzer+MassAssignmentFuzzer+UserInstantiated
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New feature: GUI
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